Tool Selection:

Utilize low-cost readily available tools and open source applications for penetration testing to more accurately represent the threats that can be expected. Backtrack, wireshark aircrack and other similar programs. Low cost hardware devices are also used, digital storage oscilloscope, logic probes and buss analyzers. For rf communication we try to utilize readily available Ham radio equipment and low cost manufacture development kits.

Testing approach:

· review architecture

· search for publicly available information

· search for known issues and attacks

· review of documentation (gray box)

· develop test strategy based upon potential weaknesses

· perform test

· investigate weaknesses found

· report

